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1
Decision/action requested

It proposes a new key issue for authentication enhancement (33.846).
2
References

[1]
3GPP TS 33.846
3
Detailed proposal

***
BEGIN CHANGES
***

5.2.X
Key Issue #2.X: Exposure of cause value
5.2.X.1
Key issue details

During authentication procedure, the UE will check the AUTN received from network. If the UE fails to verify the MAC in the AUTN, the UE will response to the network with a cause value of MAC failure in plaintext. Otherwise, the UE decrypts the SQN in the AUTN. If the UE determines that the SQN in the AUTN is not synchronized with the stored one in the UE, the UE will response to the network with a cause value of SYNC failure in plaintext. 
It is obvious that only the UE has the shared key for encrypting the SQN, hence only the UE can verify the SQN and be able to response SYNC failure. An attacker can try to broadcast a previously captured RAND and AUTN that has been successfully verified by an UE. If a SYNC failure is monitored, then the attacker is able to identify the UE, which can be used to trace the UE.

5.2.X.2
Security threats

If the cause value is exposed over the air, the UE can be traced by continuously sending previously captured RAND and AUTN to it even if privacy mechanism is deployed.
5.2.X.3
Potential security requirements

The 5G system shall provide mechanism to avoid the exposure of the authentication failure cause.
***
END OF CHANGES
***
